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What Happened: Mythos and Glasswing

April 7, 2026: Anthropic published a system card for a new pretrained
model: Claude Mythos (Preview).
Anthropic reports that Mythos has identified exploits and
vulnerabilities for almost all software.
Mythos will not be made available to the public, but a handful of
partners will be able to access it via Project Glasswing.

Mythos “Self-Portrait”



What Happened: Improved Capabilities

From the Mythos model report:
“During our testing, we found that Mythos Preview is
capable of identifying and then exploiting zero-day
vulnerabilities in every major operating system and
every major web browser when directed by a user to
do so. The vulnerabilities it finds are often subtle or
difficult to detect. Many of them are ten or twenty
years old, with the oldest we have found so far being
a now-patched 27-year-old bug in OpenBSD—an
operating system known primarily for its security.
​The exploits it constructs are not just run-of-the-mill
stack-smashing exploits (though as we’ll show, it
can do those too). In one case, Mythos Preview
wrote a web browser exploit that chained together
four vulnerabilities, writing a complex JIT heap spray
that escaped both renderer and OS sandboxes.”

https://ftp.openbsd.org/pub/OpenBSD/patches/7.8/common/025_sack.patch.sig
https://en.wikipedia.org/wiki/Stack_buffer_overflow
https://en.wikipedia.org/wiki/JIT_spraying


What Happened: Improved Capabilities

Claude Mythos has demonstrated a
significant jump in performance for
successfully exploiting
vulnerabilities.
Cybersecurity professionals are
scrambling to issue patches and
updates on critical cyber
infrastructure.
Hackers are now tuning and
leveraging other LLMs for exploit
identification (many recent stories).



Mythos: Possible Hype and Criticisms

As of today (Apr 28), Mythos has not
been made available to members of
Project Glasswing, nor have they
received specifications for how they
can access it.
AISLE: open-weight models can identify
the same exploits described in the
Mythos model report (that’s not good).
Anthropic has done better than other
companies at disclosure and
alignment, but “reality does not grade
on a curve”.
What about other high-performing
LLMs?

Model
OWASP
false-
positive

FreeBSD
NFS
detection

OpenBSD
SACK
analysis

GPT-OSS-120b
(5.1B active) ❌ ✅

✅ (A+)
Recovers full
public chain

GPT-OSS-20b
(3.6B active) ✅ ✅ ❌ (C)

Kimi K2 (open-
weights) ✅ ✅ ✅ (A-)

DeepSeek R1
(open-weights) ✅ ✅

❌ (B-)
Dismisses
wraparound

Qwen3 32B ✅ ✅
❌ (F) "Code
is robust"

Gemma 4 31B ❌ ✅ ❌ (B+)



Mythos: Possible Hype and Criticisms



Cybersecurity: A Few Definitions/Notes

Zero-day vulnerability: an exploit in software unknown to the
developers (i.e. they have “zero days” to fix the problem).
Bug bounty: A cash payout for someone who finds a zero-day
vulnerability and reports it to authorities (can act as a gag order).
Penetration testing (or red-teaming): Given a system, do everything
you can to undermine it (black, gray, or white box)
Security By Obscurity: a little-known or little-used software package is
less of a target, popular packages are popular targets
The Defender’s Paradox: offense has unlimited shots and only needs
to get lucky once. Defense needs to parry every attack.
Simple approaches: fuzzing, stack smashing, overflow, “brute-force”



LLMs and Cybersecurity: The Precedent

AI has not been replacing hackers or
defenders. AI has been amplifying both
sides, excelling at finding vulnerabilities.
Uncensored SFT models became
available in early 2023. WormGPT
[Firdhous et al., 2023] and FraudGPT
[2023] were created to help hackers
develop malware and to automate social
engineering and phishing attacks (some
of which were successful).
Simultaneously, SOTA LLMs in 2023
struggled to accurately flag and report
potential exploits.



LLMs and Cybersecurity: The Precedent

August 2025: Anthropic
publishes a report
documenting multiple
successful data
exfiltration attempts by
Chinese hacker groups
using Claude.
The process required
some expertise, but cut
the time and expense for
finds/exploits
significantly.



LLMs and Cybersecurity: Mythos Example

OpenBSD: a security-focused Unix-like operating
system. Many binaries from OpenBSD are reused in
other operating systems.
OpenBSD is sometimes used natively on routers.
The vulnerability had been undiscovered for 27 years.
The issue: TCP selective acknowledgement
implementation had an integer overflow. Exploiting
this issue would allow someone to remotely crash
any machine running OpenBSD just by connecting.
Mythos pinpointed the issue, demonstrated the
vulnerability, wrote a patch, and submitted it for
review (requiring expertise across domains).



CBRN Uplift: Definitions and Benchmarks

CBRN Uplift: the enhancement of
capabilities related to Chemical, Biological,
Radiological, and Nuclear threats via AI.
Specifically, can an individual or group with
little expertise execute a large-scale attack
(eg. build a dirty bomb) using AI “uplift”?
More recently added to the definition of
CBRN (around 2023):

Cybersecurity vulnerability uplift
AI research uplift (iterative self-improving
models)

RAF CBRN Uplift Exercise

US Army CBRN Uplift Exercise



CBRN Uplift: Definitions and Benchmarks

Many benchmarks exist to assess
CBRN uplift (a bit of a moving target).
Mythos clearly demonstrates CBRN
uplift along a cybersecurity axis.
Mythos demonstrates possible CBRN
uplift along an AI research axis.
It is possible that uplift is occurring
along other axes without our
knowledge.
A thought: what would CBRN look like
along moral, religious, or social axes? If
there is an analogy, do we see uplift?

[Kumar et al., 2025]



Model Alignment: Ongoing Challenges

In early 2023, CBRN uplift did not seem
especially urgent. Guardrails and alignment
strategies were in place, but LLMs lacked
the capacity to deliver on mass casualty
queries.
Now that LLMs can provide uplift, aligning
these models becomes a more urgent
priority. We need better strategies for
alignment.



Model Alignment: Ongoing Challenges
Inner alignment: system’s internal goals
align with objectives during training. Outer
alignment: are training objectives “right”?
Popular approaches: SFT, RL*F,
constitutions, guardrails, self-play (debate)
Newer approaches: multi-turn strategies,
mechanistic alignment, interpretability
approaches.
The current suite of approaches has been
helpful, but there is much left to do. We
need more research into value
alignment.



Thank You!

Questions?
Contact: mschwarting@aiandfaith.org

mailto:mschwarting@aiandfaith.org
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